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EXECUTIVE SUMMARY

Technology and the Internet have revolutionized
possibilities for knowledge and interaction in the
Arab States and around the world. For many wom-
en and girls, online spaces have opened unprece-
dented scope to express themselves, including to
engage in political struggle and protest. The In-
ternet is also a place, however, where gender dis-
crimination and multiple forms of online violence
against women occur.

Since online violence against women is not yet
well understood or even defined, this report offers
new knowledge on the issue in the Arab States.
Based on comprehensive research, an innovative
survey and in-depth discussions with civil society
organizations (CSOs), it makes recommendations
for governments, Internet service providers and
civil society organizations to counter a phenom-
enon that is severe and escalating.

Among women Internet users in the Arab States,
the research found that 49 per cent do not feel
safe from online harassment. Among the types of
violence experienced, women most often report-
ed receiving “unwanted images or symbols with
sexual content”. Sixty per cent indicated that the
person behind the online violence was anony-
mous.

Concerns are particularly acute among women’s
activists and human rights defenders, for whom
attacks can quickly become vicious, degenerating
to virulent sexual content and threats to rape and
kill. Activists described attacks as resulting from
the perception that women online have trans-
gressed social norms. This may trigger outrage
and actions to silence or even remove them from
online spaces. The study showed that over 1 in
5 women (22 per cent) who experienced online
violence deleted or deactivated their accounts.
Online violence poses a serious threat to wom-
en’s physical safety, a connection that was par-
ticularly pronounced during COVID-19 lockdowns
and movement restrictions. Among women who
experienced online violence in 2020, 44 percent
said that the incident moved offline, compared to

15 percent of women who had experienced online
violence at other points in time.

The toll on women’s mental health from online vi-
olence is pronounced, with 35 percent of women
who had experienced it reporting that they felt
“sad/depressed” and 12 percent indicating having
had suicidal thoughts. Many women described be-
ing afraid of using the Internet because of online
abuse. Some have suspended or closed their so-
cial media accounts or refrained from sharing cer-
tain content. This pattern is particularly worrisome
since the Arab region already has the largest gen-
der gap in Internet penetration, at nearly 60 per
cent for men and just under 45 per cent for wom-
en. Online violence may worsen this digital divide
and undercut access to services such as for health
care and social protection as well as opportunities
for education and employment. This in turn multi-
plies gender inequalities.

When women experience online violence, they
find little support. Only 31 per cent reported the
incident, for reasons that include victim-blaming,
concerns around privacy and confidentiality and
the fear of retaliation by perpetrators. One sign
of the lack of an effective response is that some
women’s activists have developed their own pro-
tocols to manage constant attacks, such as ignor-
ing harassment and bullying and reporting only
the gravest violations.

Some Arab countries have made progress in ad-
dressing online violence against women through
legislative changes to penal codes and sexual har-
assment or domestic violence laws. But no coun-
try yet has a stand-alone law on online violence.
Often, online violence against women is viewed as
a cybercrime, which reduces attention to specific
gender dimensions.

Government-provided services have made con-
certed efforts to respond to online VAW. Some
16 countries, for instance, have introduced help-
lines for survivors of violence, including online vi-
olence. There are generally not stand-alone chan-
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nels to report online violence, however, and law
enforcement and judiciary officials have limited
understanding and guidance on online VAW. In-
formation on how to access services is reported
through some government websites or the media
but remains unstructured and sporadic. Services
are minimal for counselling, mental health and le-
gal aid.

CSOs have substantially contributed to combat-
ting online VAW, complementing government-pro-
vided services. They have made commendable
efforts to raise awareness, support reporting and
provide helplines as well as legal and psycholog-
ical aid. But they as well as government authori-
ties often operate in silos. Responses are not ade-
quately coordinated overall.

The research in this report leads to several main
conclusions. First, online and offline violence are
interconnected. It is often difficult to distinguish
the conseqguences of actions initiated in digital
realms from offline realities and vice versa. This
underlines the need to address violence against
women in a comprehensive manner, online and of-
fline. It calls for engaging multiple actors, includ-
ing government service providers, the police and
judiciary, civil society organizations and Internet
service providers.

%,
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A second conclusion is that online violence results
in multiple harmful consequences. Women survi-
vors report not only serious psychological impacts
but also that they felt forced to silence themselves
by deactivating or deleting their social media ac-
counts or being cautious about what they posted
online. Furthermore, women are disproportionate-
ly blamed for incidents of online violence, which
may lead to unjust legal actions, family sanctions
or, in the most serious cases, threats to their lives
and suicide. The impact of online violence on
women is more severe due to the absence of gen-
der specific legal framework on online violence in
the Arab states.

Based on the research and consultations with key
stakeholders, the report makes the following rec-
ommendations to address online violence against
women. They are directed to governments, Inter-
net intermediaries and CSOs:

« Adopt a survivor-centred approach in respond
ing to online VAW.

* Introduce specific national legislative frame
works on online violence against women:

* Repeal discriminatory provisions in criminal law
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Ensure alignment of cybercrime laws with interna
tional good practices with specific definitions
and mandate

Regulate internet intermediaries’ companies un
der the law

Establish institutional capacity dedicated to re
sponding to online VAW.

Develop cross-border coordination.

Make reporting easier and safer.

Inform all Internet users about their rights and
where to report cases.

Deepen collaboration between governments
and CSOs.

Encourage Internet intermediaries to become
responsible guardians committed to up
holding the safety of women and girls in online
spaces.

Urge service providers to continue to develop
solutions to online violence.

Call on media to play a socially responsible role.

Conduct more research on online violence
against women and girls to explore the interface
between online and offline violence, effective
intervention points, and an in-depth assessment
and understanding of how laws and services
responding to online violence are implemented.
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INTRODUCTION

Technology and the Internet have revolutionized
possibilities for knowledge and interaction in the
Arab States and around the world. For many
women and girls, online spaces have opened un-
precedented scope to express themselves, includ-
ing to engage in political struggle and protest.
Arab women have been among the pioneers of
digital activism globally, from the earliest days of
the Arab Spring.

As much as it offers, however, the Internet is also
a place where gender discrimination flourishes.
While the digital realm is often idealized as a neu-
tral space,! misogyny and patriarchal norms fa-
miliar in the offline world transfer readily online.
Among other conseguences, these manifest in
the perpetration of multiple forms of online vio-
lence against women and girls. Those who openly
discuss gender equality, challenge male authori-
ty or simply voice their ideas in public forums are
particularly vulnerable to attacks, losing rights to
speak as well as safety.

Violence against women and girls has long been
one of the most widespread violations of human
rights. It can include physical, sexual, psychologi-
cal and economic abuse, and it cuts across bound-
aries of age, race, culture, wealth and geography. It
takes place in the home and in schools, workplac-
es and public places - and now online. While the
Internet and mobile technologies have presented
new opportunities to address violence, such as by
reducing barriers to assistance and unifying wom-
en in calling for a stop to it, they also are spawning
many new forms. These include hacking, trolling,
cyberattacks, online blackmailing, extortion and
sextortion.

Online violence against women and girls can be
as harmful and injurious as offline violence, and
sometimes more so as the harm can be multiplied
through the continual sharing of content across
different platforms. Technology may even facili-

1 Fraser, N. (1990). Rethinking the public sphere:
A contribution to the critique of actually existing democracy.
Social text, (25/26), 56-80.

tate violence by reducing inhibitions among per-
petrators and increasing access to victims. With
cyberspace still poorly regulated, users have rel-
atively free rein to take actions that might be so-
cially or legally penalized in the non-virtual world.

Many of these concerns worsened during the
COVID-19 pandemic, including in the Arab States.
As millions of people across the region used com-
puters and mobile devices to cope during lock-
downs, online violence against women and girls
exploded. UN Women began tracking the issue
from the start of the crisis, finding that online vi-
olence was the highest reported form of violence
against women and girls in the first months of the
pandemic.?2 The same trend was noted by civil so-
ciety organizations in the region as they pointed
out an increase in online violence against women.?

To better understand online violence in the Arab
States, a subsequent research project explored
its prevalence, impact and consequences and the
barriers to services and reporting. Three com-
plementary exercises comprised a quantitative
web-based survey in eight countries* with near-
ly 12,000 respondents, examining the prevalence,
perceptions and implications of online violence;
qualitative research to explore experiences of on-
line violence through the lens of civil society or-
ganizations, women’s activists and service provid-
ers; and a mapping of existing laws and services
related to online violence against women.

This report presents key findings, offers new

2 UN Women, rapid assessment, the effects of covid-19 on
violence against women and gendered social norms, a
snap shot from nine countries in the Arab states,
2020, available at: https:/arabstates.unwomen.org/en/digi
tal-library/publications/2020/08/brief-the-effects-of-covid-
19-on-violence-against-women-and-gendered-social-norms

[N)

The Impact of COVID-19 on Violence against Women and Girls
in the Arab States through the Lens of Women’s Civil Society
Organizations, available at https://arabstates.unwomen.org/
en/digital-library/publications/2020/12/brief-the-impact-of-
covidl9-on-vaw-in-the-arab-states-through-the-lens-of-wom
en-csos

4 The countries included were those with UN Women presence
in the Arab States: Irag, Jordan, Lebanon, Libya, Morocco,
Palestine, Tunisia, and Yemen.
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knowledge on online violence against women and
girls in the Arab States and makes recommenda-
tions for governments, Internet service providers
and civil society organizations to counter it.

Online usage in the Arab States

About 75 per cent of people, or 200 million in to-
tal, are online in Iraqg, Jordan, Lebanon, the State of
Palestine and Yemen. These countries have 145 mil-
lion Facebook users. In North Africa, both Morocco
and Tunisia have Internet penetration of about 68
per cent, at 25.6 million and 8.2 million people, re-
spectively. Morocco has 21.7 million Facebook us-
ers and Tunisia approximately 8.2 million Facebook
users. Internet penetration in Libya is just over 46
per cent with 3.19 million Internet users.

Sources: Internet World Stats (all countries except
Libya); Simon Kemp, Digital 2021: Libvya.

Defining online violence against women
and girls

While online violence against women poses its
own challenges, it is related to other forms of
violence against women. The 1993 UN Decla-
ration on the Elimination of Violence against
Women defines violence against women and
girls as an act of gender-based violence that
results in, or is likely to result in, physical, sex-
ual, psychological or economic harm or suffer-
ing to women, including threats of such acts,

coercion or arbitrary deprivation of liberty,
whether occurring in public or in private life.

Common forms of offline violence that are
linked and move to the online space include
intimate partner violence, domestic violence,
sexual harassment, harassment based on gen-
der, stalking and inciting others to commit vi-
olence against women.

Violence against women is one of the most
serious, life-threatening and widespread viola-
tions of human rights worldwide. It occurs in
the home, in public spaces and online. Accord-
ing to the World Health Organization, globally,
27 per cent of women aged 15-49 have been
subjected to physical and/or sexual violence
from a current or former husband or intimate
partner, or sexual violence from a non-partner,
or both in their lifetime. In the Eastern Medi-
terranean region, this figure is higher, at 31 per
cent.®

Three types of violence against women include
physical violence, psychological/emotional
violence and economic violence, which may
overlap. Community and cultural attitudes to-
wards women'’s status and role in society as
well as the lack of condemnation and accep-
tance of VAW drive offences online and offline.
There is no globally agreed definition or term
for online VAW, although there is growing rec-
ognition that this is needed. Such a definition
is critical to advocacy for minimum standards,
measurement and effective laws and services
to prevent and respond to online VAW. More-
over, there is not yet a universal typology
of behaviours constituting violence against
women perpetrated online.

o1

World Health Organization. (2018). Violence against Women
prevalence estimates. 2018. Global, regional and national preva
lence estimates for intimate partner violence against women and
global and regional prevalence estimates for non-partner sexual
violence against women. Geneva.
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METHODOLOGY

The following study involved three sources of re-
search.

A guantitative web-based survey used an inno-
vative method invented by RIWI Corp. RIWI tech-
nology allows for the rapid capture and assess-
ment of large samples of broad, truly randomized
opinion and perceptions data on an ongoing basis.
Anonymous opt-in surveys are delivered to web
users who land on one of the hundreds of thou-
sands of domains that RIWI temporarily controls
at any given moment. These random, anonymous
and non-incentivized users are filtered through
proprietary algorithms and invited to participate
in a language-appropriate survey. The audience is
geographically representative of the online popu-
lation of any given region. RIWI uses continuous
bot-filtering and anomaly detection to ensure an-
swers are authentic human responses.

Ethical considerations were well taken into ac-
count to avoid any potential harm to study re-
spondents or any misuse of the data. Strategic se-
curity measures operate at all levels of the survey
design, respondent experience and data storage.
No personally identifiable information is collected,
stored or transferred, and all data are fully com-
pliant with all applicable laws. Respondents are
advised of their anonymity, security and privacy
when they randomly access a survey. The technol-
ogy does not capture any personally identifiable
information whatsoever, and never prompts re-
spondents with a request for their identity, there-
fore, it is possible to ask extremely sensitive ques-
tions, garner honest responses and maintain the
respondent’s safety.

Due to the number of Internet users, and the ability
of the technology to randomly sample the entire
Internet-using population of a country, it is pos-
sible to collect very large data samples in a short
amount of time, including previously unengaged
or silent voices. An Internet-based technology,
however, cannot reach someone who has no on-
line access. Further, with no identifiable informa-
tion about a respondent, it is not possible to follow
up later on. Since respondents may leave the sur-

vey at any time, many measures are employed to
engage participants, including by optimizing the
survey instrument for ease of participation on all
device screens and bandwidths, and using clear,
concise language for immediate comprehension.
For the survey on online violence against women,
the targeted sample size was 1,000 respondents,
with two strata of 500 men and 500 women, in
each of eight Arab States- Irag, Jordan, Lebanon,
Libya, Morocco, State of Palestine, Tunisia and
Yemen. A total of 11,497 respondents took part, in-
cluding 4,187 women.® A guestionnaire included 22
questions for all respondents and up to 38 ques-
tions depending on skip logic and country. The
survey was administered in Arabic, English and
French between 26 July and 2 September 2021.
The distribution of the sample was 64 per cent
male and 36 per cent female. Among female re-
spondents, 44 per cent were under age 25 and
75 per cent were under age 35. Among male re-
spondents, 33 per cent were under age 25 and 64
per cent were under age 35. In terms of marital
status, 53 per cent of female respondents and 46
per cent of male respondents were single and nev-
er married; 32 per cent of female and 37 per cent
of male respondents were married.

On education, 7 per cent of female respondents
and 8 per cent of male respondents had only com-
pleted primary school; 29 per cent of female re-
spondents and 31 per cent of male respondents
had completed only secondary school; and 47
per cent of female respondents and 39 per cent
of male respondents had a university degree. In
terms of location, 56 per cent of female respond-
ents and 54 per cent of male respondents lived in
a big city, 7 per cent of female respondents and 8
per cent of male respondents lived in a refugee or
IDP camp; and 38 per cent of all respondents lived
in a small town, village or rural area.

Qualitative research explored experiences of on-

6 In the Middle East and North Africa, rates of mobile ownership and
mobile use of the Internet are below the global average by 1 per
cent and 5 per cent, respectively. Women in the region are 9 per
cent less likely than men to own a mobile and 20 per cent less
likely than men to use the mobile Internet.
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line violence by surveying and interviewing CSOs,
women’s activists and service providers. A mixed
methods approach used both a review of second-
ary materials and primary data collection looked
at challenges and issues faced by women subject-
ed to online VAW as well as their interactions with
measures put in place by government and ICT in-
termediaries. Data were collected between 16 July
and 3 September 2021 through an online survey
administered to 67 civil society organizations and
90 women’s activists and human rights defend-
ers from 14 countries’ in the region. The surveys
probed their handling of cases of online violence
against women, how it was committed and by
whom, the platforms where it was committed, the
help-seeking behaviour of survivors and sugges-
tions on improving online safety and support ser-
vices.

In addition, focus group discussions and key in-
formant interviews with CSO respondents working
on VAW assessed their perceptions of online VAW
its perpetration and impact on women and girls.
Among individual CSOs providing services for
survivors, the discussions sought insights into the
actions of survivors, governments, and ICT inter-
mediaries in dealing with online violence against
women. Eighteen interviews and discussions were
held with CSOs: five from Tunisia, three from Leb-
anon, two each from Jordan, Libya, Morocco and
the State of Palestine, and one each from Irag and
Yemen.

Key informant interviews in Iraqg, Lebanon, Libya

and f Palestine took place with officers from the
security forces/police officers (cybercrime and
family units), general directorates for combatting
violence against women and cybercrimes prose-
cutors who handle online violence against women,
and public and private providers of psychosocial
support services. The objective was to obtain in-
sights on the availability, accessibility, and efficacy
of services for survivors and to assess collabora-
tion (if any) between first responders, service pro-
viders and ICT intermediaries.

To obtain information from survivors, CSOs pro-
viding support services were approached to re-
fer survivors assessed as empowered enough to
discuss their experience. Two survivors complet-
ed questionnaires. Ethical considerations were
employed to respect and protect survivors and
minimize possible harms. Sixteen female advo-
cates who were interviewed or took part in group
discussions shared that their organizations and
at times they themselves personally have experi-
enced online violence. They shared the forms of
violence, their responses and protection strate-
gies.

A mapping of existing laws and services related to
online VAW reviewed legal texts on government
websites, focusing on resources provided by min-
istries of justice and ICT agencies as well as on-
line legal databases such as Natlex. A desk review
of secondary data mainly involved online Google
searches of government-provided services using
the following keywords: “report”; “online violence”;
“online harassment”; “online embezzlement”; “cy-
ber harassment”, and “cybercrime” in English, Ar-
abic and French.

The mapping covered all 22 Arab States® and
aimed to highlight good practices from the region
and beyond. It covered policy and legal frame-
works as well as service provision by governments
and CSOs. It focused on laws and services en-
forced and developed in the last 10 years while
emphasizing more recent efforts to ensure a cur-
rent overview.

7 Algeria, Bahrain, Egypt, Iraqg, Jordan, Kuwait, Lebanon, Libya,
Morocco, Somali, State of Palestine, Sudan, Syrian Arab Republic
and Yemen.

8 Member States of the League of Arab States
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KEY FINDINGS

The following findings highlight common issues
that emerged from the three streams of research.

Women in the arab states do not
feel safe online

Online violence is escalating. Among women In-
ternet users in the Arab States, 49 per cent report-
ed they do not feel safe from online harassment.
Around 16 per cent of women reported experienc-
ing online violence at least once in their lives; 60
per cent of them have gone through it in 2020, the
year preceding data collection, suggesting how
rapidly online violence against women and girls
has increased. Almost half said this was the only
time they had experienced online violence.

During the national pandemic-related lockdown
in Lebanon, internal security forces statistics indi-
cate that cybercrimes as a whole rose by 184 per
cent. An NGO study echoed these findings specif-
ically for online violence against women and girls,
confirming a 180 per cent rise.? In other countries,
evidence of the growth of online violence was ev-
ident even before the pandemic. In Palestine in
2017, for example, 35 per cent of sexual assaults
were committed through some form of technolo-
gy, a 14 per cent rise in just one year.© Although all
women and girls are vulnerable to violence, wom-
en in the Arab States who are employed are more
likely to feel safe online than students or people
who are unemployed, a possible indicator of the
role of empowerment in increasing a sense of
safety.

The largest share of women who experienced
online violence encountered it on Facebook (43
per cent) followed by Instagram (16 per cent) and

9 Consultation with Lebanese CSOs, August 2021,

10 7amleh - Arab Center for Social Media Advancement, Online
GBV in Palestine means losing out on women'’s participation,

Gender IT.Org, 11 June 2018. https:/www.genderit.org/feminist-talk/

online-gbv-palestine-means-losing-out-womens-participation.

FIGURE 1:

Proportion of women who experienced online vi-
olence and who have reported exposure to online
violence in the past year.

60%

FIGURE 2:

Proportion of women who reported having been
exposed to online violence in the past year, per
country.
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WhatsApp (11 per cent). All of these are owned by
one company, Meta, supporting the need for on-
line platforms to be responsible for acting to stop
online violence.
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Exposure to online violence is usually not limit-
ed to a single incident. Among women who have
experienced online violence, 44 per cent said they
have confronted it more than once.

FIGURE 3:

Platforms where women in the Arab States expe-
rience online violence.

24%
43%
6%
R
16%
M Facebook M Instagram I whatsapp ¥ Email-Messaging M Other

Among male survey respondents, 27 per cent
said that they had perpetrated online violence.
Younger people are more likely to perpetrate on-
line violence, especially young men. Over 1in 3
men aged 18-24 had perpetrated some kind of on-
line violence. Male students and unemployed men
were the most likely to say they had done so (30
per cent). Men who have only completed primary
education were the most likely to perpetrate on-
line violence while men who have completed ter-
tiary education were the least likely.

Violence is often worse for
women with a public presence

A feeling of being unsafe was greater among
women’s activists and human rights defenders.
Seventy percent said they had received unwanted
images or symbols with sexual content, 62 percent
had received insulting and/or hateful messages,
and 58 percent reported annoying phone calls
or inappropriate or unwelcome communications.
In 2020, for instance, two female Al Jazeera jour-
nalists who report on women'’s rights and covered
the assassination of journalist Jamal Khashoggi

were subjected to an online smear campaign by
thousands of verified Saudi Twitter users.”

Women’s activist and human rights defenders
described how attacks can quickly become vi-
cious. Some attacks merely dismiss gender equal-
ity as unworthy of public discussion. But many be-
come personal and degenerate to virulent sexual
content and threats to rape and kill. Each misog-
ynistic comment is reinforced by other misogy-
nistic comments to generate a bandwagon effect,
creating a hostile environment that silences many
women.

Activists who serve as spokespersons for their
organizations or visibly lead campaigns are
singled out for cyberattacks. Accusations have
included spreading “Western” ideas and trans-
gressing religious edicts and social-cultural norms.
These attacks can be through multiple platforms
and networks, sometimes even reaching the survi-
vor’s personal account and personal mobile.
Through the in-depth key informant interviews
conducted in Tunisia, participants shared a story
of a women’s human rights advocate who was the
target of online violence when she campaigned
for gender equality, mainly through Facebook.
The attacks included calls to kill her, and her photo
was edited to add an open wine bottle (meant to
imply that she was not a good Muslim). In a cam-
paign related to penalties for rape, the perpetra-
tors mocked that no one would rape the advocate.
Most of the threats were issued by unknown peo-
ple or people with fake profiles, although some
came from political groups that were against gen-
der equality.

Online violence takes different
forms but with similar drivers

Among the types of violence experienced, wom-
en most often reported receiving “unwanted im-
ages or symbols with sexual content” at 43 per
cent. This was followed by “annoying phone calls,
inappropriate or unwelcome communications” at
38 per cent and “insulting and/or hateful mes-

1 Allouche, Y,(2020). ‘Silent pandemic’ How women in the Middle
East and North Africa are threatened online, Middle East Eye, July
13, 2020. <https:/www.middleeasteye.net/news/women-middle-
east-north-africa-threats-harassment-abuse-sexism-online>
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sages” at 35 per cent. Among women experienc-
ing online violence, 22 per cent had faced sexual
blackmail.

FIGURE 4:

Women are most likely to experience receiving un-
wanted sexual images, or commuincations

Unwanted sexual images 43%

Unwelcome communications 38%
Insulting messages 35%
Private accounts hacked %
Violent images that demean 24%
Received sexual blackmail 22%
Received infected file 18%
Private information revealed 17
Identity was stolen 15%
Electronic defamation 15%

Received threats 15%
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Cyberstalking 14%

Sixty per cent of women indicated that the person
behind the online violence they experienced was
anonymous. Where they knew the perpetrator, 24
per cent said that person was a friend, followed
by a colleague or school mate at 21 per cent or a
relative at 14 per cent. For 13 per cent, the online
violence was carried out by a former partner.

Women'’s activists described frequent experienc-
es with blackmail, extortion and sextortion scams.
These usually begin with the perpetrator setting
up a fake account and reaching out to befriend
unsuspecting women and girls, sometimes under
the guise of looking for love or marriage and pro-
filing himself as a wealthy man. The online rela-
tionship becomes more serious with an exchange
of photos and videos. The perpetrator will then
ask for more explicit photos and videos. Even-
tually, he will extort money (and possibly sex or
sexual favours) in exchange for not disclosing the

relationship or uploading sexually compromising
images, audio clips or videos. Traffickers may em-
ploy the same tactics to entrap women and girls.

According to women activists, in many instances
of blackmail, extortion and sextortion, perpetra-
tors use fake photos and profiles to create social
media accounts. Interviewed activists and CSOs in
the regional study mentioned one example where
the police identified the person in the photo but
that person was not the perpetrator. One CSO
related a case where the male perpetrator pre-
tended to be female and targeted a 60-year-old
woman.”?

Just over half of women who experienced online
violence said they were attacked for “no specific
reason”. Among women who said they know why
they were subjected to online violence, the largest
share, 23 per cent, believed it was because of their
physical appearance. This was followed by being
a feminist, at 16 percent, indicating the gendered
nature of online attacks.

Drivers of online violence include gendered and
unequal power relations that privilege some voic-
es over others. Among perpetrators, the larg-
est share, 26 per cent, said that the main reason
they perpetrated online violence was “because it
is their right”. This is followed by 23 percent who
said that they perpetrated online violence “be-
cause it was fun”.

Activists described attacks as resulting from the
perception that women online have transgressed
social norms. This may trigger outrage and ac-
tions to silence or even remove them from online
spaces. Perpetrators seek to control and domi-
nate women based on varying rationales, such as
religious views, the inability to confront women
in person, the preference to remain anonymous,
a sense of entitlement, a belief that controlling
women’s behaviour is their right and/or a percep-
tion that women are “asking for it”.

12 Discussion with CSOs, August 2021 (on file with author). These
include anti-femicide campaigns, campaign for gender equality
law, 16 days activism against violence and release of video cam
paigns against cyber-bullying in schools.
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One survivor whose husband disseminated their
intimate photos stated that her husband’s actions
were aimed at dominating and controlling her. She
described his assumption that he owns her and is
entitled to dictate the spaces she occupies, both
in public and in private.'®

CSOs also suggested that perpetrators may com-
mit online violence against women out of bore-
dom, with the confidence that they will not be
prosecuted and possibly without awareness that
these are prosecutable actions.

The online world has provided a license for perpe-
trators. Activists suggested that online interaction
has opened up whole new avenues of communi-
cating, obtaining information, working and per-
forming daily tasks. In the Arab region, this form
of communicating has yet to be fully accepted or
understood. Some perpetrators feed on support
from like-minded individuals, which encourages
attacks. Research has shown that comments and
arguments made anonymously are more likely to
reflect bigotry.*

As part of the qualitative regional study survivor
guestionnaire, one survivor said that when a per-
son sits behind a computer, he is in a “parallel uni-
verse”, free to do whatever he pleases with “fake
courage”. She also said that this fake courage is
better understood as cowardice in the offline
world. It is easy to threaten and harass another
just by typing, swapping and clicking.

Online violence threatens
women’s physical safety and
mental well-being

Online violence represents a serious threat to
women’s physical safety. Of women who experi-
enced it, 33 per cent reported that some or all of
it moved offline. Just over half of women who ex-
perienced online violence by someone they knew
offline reported that the incident moved offline.
Furthermore, 12 percent of women who experi-
enced online violence reported being subjected

to physical violence after reporting the incident to
family members.

Research uncovered incidents of how violence
that starts with technology can have devastating
repercussions. In Yemen, for instance, a woman
sent her mobile phone for servicing and the tech-
nician stole her photos, which included some of
her without her veil. After he uploaded the photos
on Facebook, the victim’s husband found out and
killed his wife. He was charged, but Yemen has no
law to hold the technician accountable.’

FIGURE 5:

Proportion of women who experienced online vi-
olence in the past year and reported that the inci-
dent moved offline

In some cases, perpetrators use online violence to
achieve offline outcomes. One example is threat-
ening to publish intimate images to force women
to agree to a divorce or child custody settlement
favouring the husband.

The connection between online and offline vio-
lence was particularly pronounced during COV-
ID-19. Among women who experienced online vi-
olence in 2020, 44 percent said that the incident
moved offline, compared to 15 percent of wom-
en who had experienced online violence at oth-

13 Survivor questionnaire respondent.
14 (Slatcheva-Petkova 2016).

15 Discussion with Yemeni advocate, August 2021,
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er points in time. This reflects how the pandemic
exacerbated physical harm. Similar trends were
noted by women'’s activists and human rights de-
fenders, with 35 per cent stating they experienced
a continuum between online and offline VAW and
6 percent indicating that all online VAW continued
offline.

Online violence takes a toll on women’s mental
health, with 35 percent of women who had expe-
rienced it reporting that they felt “sad/depressed”,
35 percent stating that they “lost trust in the peo-
ple around them” and 12 percent indicating sui-
cidal thoughts. In a recent case, a young Egyptian
woman committed suicide after being black-
mailed with fake photos. The perpetrator threat-
ened to publish the photos if she were to refuse a
date with him. After she refused, he published the
photos, and the 17 years old victim ended her life.'6

Online violence stifles women’s
participation and voice

Number of women reports being afraid of us-
ing the internet because of online abuse. Some
women have suspended or closed their social
media accounts while others have refrained from
sharing certain content, even in private message
contexts.” In some cases, families limit or forbid
women’s and girls’ access to digital devices.

In qualitative research, a survivor described being
afraid that the online violence she experienced
would become known to her employer and re-
sult in her losing her job and income. An activist
stopped writing her blog on women'’s issues and
gender sensitivity after it was repeatedly hacked,
and she grew concerned that the online violence
could spill over and affect her children’s safety.
One of the survivors interviewed in the regional
study shared that she was unable to even hold her

16 Discussion with Yemeni advocate, August 2021

17 News article can be accessed through this link: https:/www.
egyptindependent.com/young-egyptian-woman-commits-suicide-
after-being-blackmailed-with-fake-photos/

Cheikh, S.B., (2021). “As COVID-19 accelerates digital transforma
tion, is the internet safe for women in the Middle East?” Glob

al Voices ADVOX, June 1, 2020. <https://advox.globalvoices.
org/2020/06/01/as-covid-19-accelerates-digital-transformation-
is-the-internet-safe-for-women-in-the-middle-east/> Last ac
cessed April 22, 2021.

mobile any longer and deleted all the sites that
were on her phone to avoid seeing the photos the
perpetrator published.

Women who have experienced online violence
said they found little support. This may contrib-
ute to self-censorship or exclusion entirely from
online spaces. Of those who experienced online
violence, 22 per cent deleted or deactivated their
social media accounts, while 26 per cent reported
being careful about what they put online. These
tendencies were particularly relevant during the
pandemic, when women who experienced online
violence were slightly more likely to deactivate or
delete their accounts than at previous points in
time, 27 per cent.

FIGURE 6:

1in 5 women who experienced online violence de-
leted or deactivated their social media accounts.
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Far-reaching impacts of online violence against
women and girls include a worsening digital gen-
der divide. Among world regions, the Arab States
has the largest gender gap in the Internet pen-
etration rate, at nearly 60 per cent for men and
just under 45 per cent for women.'® While roughly
equal shares of women and men use the Internet
in some Arab States, such as Kuwait, there are
wide disparities in others. In Irag, the shares are
67 per cent of women compared to 84 per cent
of men, and in Egypt, 47 percent of women com-
pared to 69 per cent of men.

Since violence often drives women and girls away
from the digital realm, it may worsen the digital
divide and reduce access to services such as for
health care and social protection benefits that
have moved online, and to opportunities for ed-

18 https:/www.itu.int/en/ITU-D/Statistics/Documents/facts/Facts
Figures2019.pdf
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ucation and employment.”® This ends up multiply-
ing gender inequalities and constricting economic
and social development at large. It can undercut
rights to information, use of technology for ad-
vancement and freedom of expression.

Online violence is trivialized
and normalized

Violence online is shaped by various social
norms but is mostly considered a “women’s is-
sue”. As with other forms of violence against
women, women are blamed for it and expected to
accept it. Among women who experienced online
violence, 36 per cent were told to ignore it, 23 per
cent were blamed for it and 21 per cent were told
to delete their social media accounts. Only 20 per
cent reported that their family supported them
and 32 per cent that their friends were supportive.
As one advocate commented, “Girls [and women]
are too often perceived as guilty and not consid-
ered enough as victims.”2°

Among survey respondents, 1in 2 men and 4 in
10 women stated that “women who display their
photos and videos should accept that the material
could be used against them by the viewers”. For-
ty-eight per cent of men and 41 percent of women
agreed that “online violence is not a serious mat-
ter as long as it remains online”.

CSOs shared that sometimes survivors are per-
ceived as having brought disrepute to their fam-
ily even if they are victims of online violence. This
leads to seeing the victim as having caused the vi-
olence and may result in her being subject to more
violence, amid fears of scandal and damage to the
family’s reputation.

19 https:/www.arabbarometer.org/2020/09/the-mena-digital-di
vide/

20 Salome, C. (2021). Cyberbulling of women: The long road for
victims in Morocco, Azikia, 14 April 2021, https://azickia.org/cyber
bullying-of-women-the-long-road-for-victims-in-morocco?lang=en.

FIGURE 7:

Following an online violence experience.

Were blamed for it
Were told to delete social media account

were submitted to physical violence by the family

Women feel more compelled to take multiple
safety precautions online compared to men.
They are more prone to turning off location-shar-
ing and only communicating with people they
know offline. Women who have experienced on-
line violence are even more likely to take safety
precautions than those who have not, such as by
customizing their settings (43 per cent compared
to 37 per cent) and turning off location sharing
(44 per cent compared to 35 per cent).

FIGURE 8:

Women are more likely to carry out online security
measures

Connect only with people
| known offline

Don't share pictures

Webcam off

Customize settings

Use different passwords
for different accounts
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Lack of trust, victim-blaming and
fear of retaliation prevent re-
porting

Among women who experienced online violence,
only 31 per cent reported the incident. Fifty-five
per cent of women who reported online violence
did so on the platform where they experienced
it; only 23 per cent reported the incident to the
police and 14 per cent to an NGO. The most com-
mon reason women gave for not reporting online
violence was that they “didn’t think it would make
any difference”, at 41 per cent. This was followed
by 27 percent stating they “didn’t know who to
report it to”.

FIGURE 9:

Reasons for not reporting online violence

41%
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who to reporting a difference
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FIGURE 10:

Reporting points by women who were subjected
to online violence

55%
23%
14%
The online Police or other NGO
platform authorities

Victim-blaming is a critical reason for women
not seeking help for online violence, according
to CSOs. Survivors are afraid of being reproached
for having shared their images or being bold about
their activism. They also fear that the police may
blame them or inform their families of their predic-
ament. CSOs also identified concerns about priva-
cy and confidentiality as major reasons for survi-
vors not to report or seek services for online VAW,
followed by fear of retaliation by perpetrators.

In Morocco, a 2019 study of 1,794 women found
that a mere 10 per cent of survivors of online vio-
lence had reported it.?' Seventy per cent remained
completely silent about their ordeal.?? Among
women who did report cases to the authorities, 8
out of 10 were dissatisfied with the response, stat-
ing that they were not taken seriously or accused
of being at fault themselves.

CSOs noted that they often will work with a sur-
vivor and her family to resolve the matter without
police intervention. If the survivor eventually de-
cides to report, the CSO will support her. Because
of this, CSOs who provide intervention services
maintain good rapport with the internal security
forces.

Women say addressing impuni-
ty is the best way to stop online
violence

Women are more likely to believe that the best
way to combat online violence is “police taking
action against perpetrators of online violence”,
at 36 percent compared to 28 percent of men. This
was particularly the case Iraqg, Jordan, Morocco
and the State of Palestine. Men are more likely to
believe that online platforms should improve their
policies to protect users, at 40 percent compared
to 35 percent of women. Efforts to provide educa-
tion and raise awareness were in general not seen
as effective methods to combat online violence.

21 Cheikh, S.B. (2020). “As COVID-19 accelerates digital transforma
tion, is the internet safe for women in the Middle East?” Glob
al Voices ADVOX, June 1, 2020. <https://advox.globalvoices.
org/2020/06/01/as-covid-19-accelerates-digital-transformation-is-
the-internet-safe-for-women-in-the-middle-east/>

22 Mobilising for Rights Associates 2019)./qualitative study
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The sensitivity and efficacy of police responses
depends on individual officers, according to civil
society organizations, who described the attitude
and sentiments of individual police officers as
ranging from excellent to alarming. Some officers
engage in victim-blaming or consider reports of
online violence a low priority if they do not result
in physical harm. Civil society groups reported
establishing personal working relationships with
individual officers whom they know are more gen-
der-sensitized, non-judgmental and victim-centric
in their approach.

As an example of a more comprehensive govern-
ment response, Palestine has prioritized survivor
safety through the coordinated intervention of
two units of the internal security forces, the Family
Protection Department and the Electronic Crimes
Unit. Through a joint response to reports of online
VAW, they assist in investigation, provide service
referrals and work with the family if needed.

An alarming sign of impunity is that some wom-
en’s activists have developed their own protocols
to manage constant attacks. They report that a
common strategy is to ignore harassment and bul-
lying as part of the risks of their work, reporting
only the gravest violations. This is seen as allowing
advocates to focus on their activism, but it comes
with a cost since they modify their behaviour.
Some become more circumspect, for example, in
using language that they know will be less likely to
trigger a response. Beyond self-censorship, some
activists reduce or withdraw from online activities.
One CSO advocate said, “At the beginning of my
activism, when | received online harassment and
bullying, it was a tough experience. Now | ig-
nore everything and report only the more serious
threats.”

FIGURE 11:

Recommended actions to combat online violence
in the Arab States, by sex
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Countries have made some ef-
forts to improve
LAWS AND SERVICES

Countries generally take three approaches to
laws on online VAW: In the first case, domestic
violence, and sexual harassment extend to online
violence and include civil offenses. The second
approach is a comprehensive law addressing all
types of VAW; this implies the inclusion of online
violence, such as in Tunisia. A third approach cen-
tres on adopting cybercrime laws to address on-
line violence.

Some Arab countries have adapted their penal
codes, sexual harassment and domestic violence
laws to include explicit reference to some forms
of online VAW. Morocco’s Penal Code refers to
various types including “written messages by
phone or any other electronic device, recordings,
and procurement or creation images of a sexual
nature for sexual purposes”. Legal texts in Egypt,
Lebanon and Saudi Arabia, criminalize online vio-
lence and penalize harassment occurring through
“social media platforms” and “modern technolo-
ay”.

Government-provided services have made con-
certed efforts to respond to online VAW. Some 16
countries have introduced helplines for survivors
of violence, including online violence. They include
Algeria, Bahrain, Egypt, Iraqg, Jordan, Kuwait, Leb-
anon, Libya, Morocco, Oman, Qatar, Saudi Arabia,
Somalia, State of Palestine, Tunisia and the United
Arab Emirates.

Some countries have set up online portals, forms
or emails to report incidents. These may widen
the scope for survivors to report and seek help
for online violence. Dedicated online portals to
report online violence include the portal of Mo-
rocco’s Commission Nationale de Contréle de la
Protection des données a Caractere Personnel. It
provides advice on how people can protect them-
selves against misuse of their personal data and
has investigative powers in terms of processing
personal datain line with Law 09-08 of 2009. Bah-
rain’s General Directorate for Anti-Corruption and
Economic and Electronic Security allows survivors
to file an online complaint with the Anti-Electron-
ic Crime Directorate. Jordan’s Cybercrime Unit
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of Palestine also offer email services for reporting
online VAW.

allows users to contact it via its Facebook page.
Police websites in Lebanon, Oman and the State

Table 1

List of countries with laws that directly mention online violence

Law description

Country Do
laws
mention
online
VAW?

Penal Code (Articles 306 bis(a) and 306 bis(b)) recently acknowledged
harassment through social media platforms; it has penalties for sexual har-
assment that include imprisonment.

Egypt

Sexual harassment law 205/2020, particularly article 1, define sexual har-
assment to include acts by any means including electronic/digital means.

Lebanon

Morocco The Penal Code criminalizes sexual harassment (Article 503) and defines
sexual harassment to include “written messages by phone or any other
electronic device, recordings, and procurement or creation images of a sex-
ual nature for sexual purposes” and “the distribution of someone’s messag-
es and photos, without prior consent, and the dissemination of false allega-
tions aimed at harming or defaming someone’s private life, by any means

including digital tools” (Articles 447-2, 447-3 and 503-1-1).

Saudi
Arabia

Sexual harassment was criminalized in 2018, with the law defining harass-
ment as any word, act, or sign with a sexual connotation by a person to any
other person that harms their body or modesty by any means, including
through modern technology.

CSOs have substantially contributed to com-
batting online VAW, complementing govern-
ment-provided services. Their efforts reflect their
on-the-ground understanding of the gravity of
online VAW and the urgent need to respond to it.

Many CSOs provide case management and psy-
chosocial support. Yemen’s Yodet handles cases
through social media and an online portal dedi-
cated to survivors. It also has a podcast on online
security to raise awareness and has developed
guidelines for human rights activists on online
safety. In the State of Palestine, SAWA Women'’s

organization provides services to survivors, in-
cluding of cyberviolence, and has a partnership
agreement with Facebook to remove harmful
posts used for blackmail. KAFA in Lebanon pro-
vides legal aid for survivors of online violence. A
helpline receives complaints and provides psy-
chosocial support and case management. Alge-
ria's The Wassila/Avife Network provides medical,
psychological and legal support. Egypt’s Qawem
NGO provides psychological support for survivors
and rehabilitation for perpetrators of online vio-
lence to reduce reoffending.
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Some organizations advocate for digital litera-
cy and narrowing gender gaps in the ICT field.
Motoon in Egypt advocates for closing the gender
gap in technology by providing scenario-based
workshops where women learn to use different
digital tools. It drafted a digital security manual
and supports women public figures, journalists
and digital activists, who are among the most fre-
quent survivors of hacking and blackmailing.2?

Multiple barriers curtail justice
and support

There are no stand-alone laws on online violence
in the Arab region. Relevant domestic and sexual
harassment laws that might be used in online vio-
lence cases usually do not refer explicitly to online
violence. Often, online violence against women is
viewed as a cybercrime, which reduces attention
to specific gender dimensions. As a result, law en-
forcement may overlook the nuances of how on-
line VAW operates and affects victims. Without a
gender lens, online VAW may not be seen as an
issue that disproportionately affects women and
girls.

Introducing online violence clauses in cyber-
crime laws comes with some contradictions.
While criminalizing online violence is a positive
development, cybercrime laws have been widely
criticized in the Arab States for their infringement
on privacy and speech rights. Instead of focusing
on the non-consensual nature of the dissemina-
tion of intimate images, for instance, prosecutors
target survivors for debauchery or crimes against
morality. 24

There are generally not stand-alone channels to
report online violence. Most government services
to respond to online VAW are provided through
the security apparatus, such as via websites run
by the Ministry of Interior or General Security Di-
rectorate, or physically in police stations or public
security directorates. In some cases, cybercrime
directorates, like Jordan’s Cybercrime Unit, have

23 Lannazzone et al, 2021.

24 Farouk, M.A. (2020) Egypt jails five women influencers over
TikTok posts, Reuters, 27 July 2020. https:/www.reuters.com/
article/us-egypt-women-socialmedia-trfn/egypt-jails-five-women-
influencers-over-tiktok-posts-idUSKCN24S2E4

expanded their mandates to address VAW but the
department’s main function is cybercrimes such
as online embezzlement.

Law enforcement and judiciary officials have
limited understanding and guidance on online
VAW. Without standard guidelines or protocols
on responding to victims or handling online VAW
cases, responses vary widely, influenced by fac-
tors including gender discrimination. One com-
mon perception is that male judges interpret the
law in a conservative manner based on tradition
and religion. In many countries, victims cannot re-
main anonymous when filing a complaint, a high
barrier to reporting.

A lack of awareness of services is compounded
by limited access to online portals, helplines and
complaint mechanisms. Further, while information
on services is reported through some government
websites or the media, it remains unstructured and
sporadic. There may be no details on how services
operate and how to reach assistance, making re-
porting more difficult. Some services are hard to
find, even through a simple Google search.

Services are minimal for counselling, mental
health and legal aid. Without legal aid and other
assistance, poorer women in particular may not be
able to pursue their complaints. Survivors in some
countries have civil remedies that require a lower
burden of proof, but most cannot afford the ex-
penses of a civil suit that could go on for years.

Gaps remain in protective measures to uphold
confidentiality, privacy and survivors’ human dig-
nity during investigations. In many countries, sur-
vivors cannot remain anonymous when filing a
complaint.

Responses to online violence across borders are
often insufficient. Taking legal action against a
perpetrator can be difficult even with an appropri-
ate law in the survivor’s own country.

Overall, responses to online VAW are not ad-
equately coordinated. CSOs have made com-
mendable efforts to raise awareness, support re-
porting and provide helplines as well as legal and
psychological aid. But they as well as government
authorities often operate in silos.
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DISCUSSION

This study of the Arab States confirms the urgency
of action on online violence against women, given
the evidence of how pervasive online VAW has be-
come and the number of rights violated, and lives
harmed in the process. Increasingly research is be-
coming available that highlights the prevalence of
online violence against women. For example, Am-
nesty International survey on women'’s experienc-
es of abuse and harassment on social media that
included Denmark, ltaly, New Zealand, Poland,
Spain, Sweden, the United Kingdom and United
State of America. The survey showed that near-
ly a quarter (23%) of the women surveyed across
these eight countries experienced online abuse or
harassment at least once, ranging from 16% in It-
aly to 33% in the US. Moreover, according to the
European Union Fundamental Rights Survey on
Violence against Women, 20% of young women in
the European Union had experienced some form
of cyber sexual harassment. A recent study con-
ducted by the Economist Intelligence Unit in 2021
showed that the prevalence of online violence
in the Latin American and Caribbean region has
reached 91%, while the overall prevalence of online
violence against women globally is 85%.2°

However, research usually uses different method-
ologies and survey tools as well as targets differ-
ent population groups and measures only specific
forms of online violence. Measuring the extent and
the impact of online violence is a daunting task
with an absence of a specific definition of online
violence and with the ever-emerging forms of on-
line violence as new technologies emerge and new
digital and online spaces become available. There
is a limited availability of comprehensive studies
on online violence at regional and global levels. A
deeper knowledge can be unfolded from a region-
al comparison and a global analysis of this new
emerging form of violence against women.

Continuation of violence against
women offline to the online
space

UN Women Asia study on online violence against
women and girls in Asia concluded that offline
violence has moved seamlessly online, stem-
ming from the same causes of male entitlement
and power over women’s decision-making. 26 It
stressed the importance of safety measures, but
without losing sight of tackling the drivers of vi-
olence against women. Similar to the Arab region
online violence study which also shows that online
violence is a continuation of the various types of
offline violence against women. Additionally, in a
study that asked men in the Arab States as to why
they commit sexual harassment in public spaces
against women, the vast majority said they did it
for fun, with two thirds to three quarters blaming
women for dressing ‘provocatively’. These stud-
ies’ findings indicate the interlinked sources and
drivers of all forms of violence against women that
are rooted in the discriminatory attitudes and be-
haviors that perpetuate gender stereotypes and
inequality. The normalization of these behaviors
greatly impedes the recognition, prevention, and
adequate response to online violence. According
to the Economist Intelligence study, women in
countries with long-standing or institutionalized
gender inequality tend to experience online vio-
lence at higher rates. Moreover, nearly three-quar-
ters of women surveyed in the global Economist
Intelligence study (seventy-four per cent) ex-
pressed concern about online abuse escalating to
offline threats.

In the Arab states, the connection between the
online and offline violence was particularly rele-
vant for women who experienced online violence

25 Measuring the prevalence of online violence against women, The
Economist Intelligence Unit study Measuring the prevalence of
online violence against women (eiu.com).

26 India, Malaysia, Pakistan, the Philippines and the Republic of
Korea.
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during COVID-19 as their experience were more
likely to move offline. 44 per cent of women who
experienced online during the year of 2020 re-
ported that the incident moved offline in compar-
ison to 15 per cent of women whose experience
was in a different year. This shows the greater
threat on women during emergencies and when
they needed to use the online space more during
lockdowns. The continuum between online VAW
and offline VAW also means that the former can
lead to physical and sexual harm, and vice versa.
In many instances of online blackmail, extortion
and sextortion, online violence spills over from the
digital/cyber space into the offline space in a con-
tinuum of violence between online and offline, and
vice versa. Amnesty International survey shows
that between one-fifth (nineteen per cent in ltaly)
and one-quarter of women who had experienced
abuse or harassment said it had included threats
of physical or sexual assault.

As in this study on the Arab States, the regional
and global studies in Asia and the Pacific, Econo-
mist Intelligence, and Amnesty international sur-
vey found that online VAW was common, driven
by gender inequality, misogyny and negative cul-
tural perceptions of women.

Narrowing the space of women

Women are usually blamed on online violence,
asked to delete their accounts and/or ignore on-
line violence. They face serious psychological and
sometimes physical consequences and find limited
support as the regional and global studies show.
Online VAW can be used to control, intimidate, mi-
cromanage, dominate, and isolate victims in a con-
tinuum of coercive control and in some cases phys-
ical violence. Moreover, when women experience
online violence, they tend to impose self-censor-
ship or delete their accounts which results in their
exclusion entirely from the online space. In Europe,
one in five victims of online violence (twenty-three
per cent) had to change their email address or
phone number as a result of the incidents.?® The
Economist global study shows that nearly 9 in 10
women restrict their online activity, limiting their

28 According to the survey study of the European Union Fundamen
tal Rights

access to employment, education, healthcare, and
community which also contributes to increasing
the global digital gender divide. Moreover, seven
per cent of women surveyed lost or had to change
their jobs due to online violence, and one in three
women (33.3 per cent) think twice before posting
on social media as a result of an online violence
experience. Amnesty study demonstrates that
over three quarters (76 per cent) of women who
said that they had experienced abuse or harass-
ment on a social media platform made changes
to the way they use the platforms. This included
restricting what they post about for example, thir-
ty-two per cent of women said they had stopped
posting content that expressed their opinion on
certain issues. Therefore, online violence narrows
and hampers women'’s full participation in the so-
ciety and contributes to silencing their voices.

Perpetrators’ punishment and
perceptions on online violence

The research in Asia and the Pacific noted that the
most effective way of punishing perpetrators of
online VAW has yet to be defined. It underscored
that taking down harmful content should be part
of the punishment, and that incarceration may be
appropriate in some cases. Sanctions could also
include apologies and measures to help survivors
rebuild their online presence. Internet intermedi-
aries have a role including through suspending
or banning perpetrators from a given platform. In
the Arab States, an interesting gender difference
emerged with women more likely to call for the
police to take action against perpetrators, com-
pared to men, who maintained that online plat-
forms should do more to protect users. This also
indicates the different perception of men verses
women on the significance of online violence and
the appropriate reporting response. Furthermore,
Amnesty survey also indicates that eighty-two per
cent of women feel social media companies need
to do more.

Online violence is usually trivialized and normal-
ized and perceived as a “women issue” that is not
serious. The European Union Fundamental Rights
study concluded that three quarters (74 per cent)
of online stalking cases never come to the atten-
tion of the police, even the most serious cases of
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stalking that the respondents refer to in the sur-
vey.

Moreover, a common factor between perpetrators
is their sense of entitlement, thinking it is their
right, and the perception that women are “asking
for it”. These perceptions feed into women blam-
ing and contribute to women hesitation to report-
ing, feeling unsafe online and not supported.

Specific accountability measures
on online VAW are missing

There have been some legal reforms in response
to online VAW, however, countries often struggle
to keep up with the gender dimensions of online
VAW, which is often still viewed as a generic cy-
bercrime. This tendency obscures gender drivers
and the fact that women and girls are the primary
victims. In sixty-four out of the eighty-six coun-
tries studied in the Economist Intelligence Web In-
dex, law enforcement agencies and courts appear
to be failing to take appropriate corrective actions
to address online violence against women.2? In the
surveyed countries of Amnesty study, significantly
more women said government policies to respond
to abuse were inadequate versus adequate, with
five times as many women in Sweden stating the
policies were inadequate (57 per cent compared
to 1 per cent). Around one third of women in the
UK (33 per cent), USA and New Zealand (32 per
cent), stated the police response to abuse online
was inadequate.*°

Legal systems have also not yet caught up to is-
sues that are common in online VAW, such as sec-
ondary perpetration where bystanders download,
forward and share content that is violent and/
or not shared with the subject’s consent. In the

Arab states, the law usually does not cover threats
of online violence that women face in the online
space.® In Asia and Arab states regions, women
expressed a common lack of confidence in judicial
systems and expressed concerns about privacy
and confidentiality which affects reporting behav-
iour among survivors. Often, women are blamed
and withdraw from digital spaces, which deprives
them of access to justice in addition to the loss of
many opportunities from being online.

In Asia and the Pacific, State prevention pro-
grammes often inform girls about how to stay safe
online, but without delving into Internet etiquette
and culture or toxic online behaviour, much less
prohibitions on online VAW. Broader public aware-
ness programmes on Internet safety and the dis-
semination of disinformation typically ignore on-
line VAW. On the other hand, in the Arab states
there are services and government helplines avail-
able to women survivors of violence, yet usually
it is not focused on online violence. As a result,
service providers are not necessarily equipped
enough to deal with cases of online violence and
provide the required support to survivors.

Finally, there is a global and regional call for gov-
ernments, internet intermediate companies, CSOs
and relevant stakeholders to ensure that adequate
laws, policies, practices, and training are in place
to prevent and end online violence and abuse
against women. However, it is critical to have re-
strictions or penalties that are focused on online
violence against women while not impinging upon
the legitimate exercise of freedom of expression.
Tackling online violence against women must not
be used as an excuse to reduce the enjoyment of
freedom of expression.

29 The Economist Intelligence global study: Measuring the preva
lence of online violence against women (eiu.com)

30 Amnesty International study on the prevalence of online violence:
https:/www.amnesty.org/en/latest/news/2017/11/amnesty-re
veals-alarming-impact-of-online-abuse-against-women/

31 OHCHR (Office of the High Commissioner for Human Rights).
2018. Report of the Special Rapporteur on violence against wom
en, its causes and consequences on online violence against women
and girls from a human rights perspective. A/HRC/38/47. https://
www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?News
ID=23231&LangID=E.
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CONCLUSION AND

RECOMMENDATIONS

In the Arab States, where women'’s participation in
public life has long been undermined by patriar-
chal social norms and high rates of sexual harass-
ment and domestic violence, online spaces initially
emerged as safe havens for women to connect and
express themselves. This is no longer the case. On-
line violence against women is a serious concern,
threatening women’s physical safety and mental
well-being. It constricts women’s participation on-
line, silences their voices and prevents access to
the many opportunities that technology can offer.
In short, online violence against women is a viola-
tion of their rights on many fronts, including to be
safe, to express themselves, to obtain information
and to realize dignity and well-being.

With the continuation of COVID-19 crisis and in-
evitable shift to the digital space, online violence
may exacerbate an already wide digital divide in
the Arab States. Better understanding of the phe-
nomenon is key to taking effective measures to
uphold women'’s rights and prevent further ero-
sion of development gains.

Online and offline violence are interconnected.
It is often difficult to distinguish the consequenc-
es of actions initiated in digital realms from offline
realities and vice versa. This underlines the need
to address violence against women in a compre-
hensive manner, online and offline. This calls for
engaging multiple actors, including governmental
service providers, the police and judiciary, civil so-
ciety organizations and Internet service providers.

Online violence results in multiple harmful con-
sequences. Survivors, and disproportionately fe-
male survivors, report not only serious psychologi-
cal impacts but also that they felt forced to silence
themselves by deactivating or deleting their so-
cial media accounts or being cautious about what
they posted online. Furthermore, women are dis-
proportionately blamed for incidents of online vio-

lence, which may lead to unjust legal actions, fam-
ily sanctions or, in the most serious cases, threats
to their lives.

The following recommendations to address online
violence against women emerged from several
sources from the online violence research study
project and the initiated regional dialogue UN
Women ROAS facilitated with the key stakehold-
ers. They are directed to core stakeholders, name-
ly, governments, internet intermediaries, and civil
society organizations.

Adopt a survivor-centred approach in respond-
ing to online VAW. Grounded in principles of
gender justice, this would prioritize empowering
women and realizing their rights, needs and wish-
es. It would ensure all women survivors receive
a full complement of psychological support, le-
gal services (including pro-bono legal aid when
needed), and security and health-care services.
This approach should inform all elements of the
response to online VAW, including legislation,
training for the police and judiciary and awareness
campaigns.

Introduce specific national legislative frame-
works on online violence against women. Gov-
ernments should prohibit and criminalize all types
of online VAW under existing laws or by introduc-
ing new legislation. Laws or amendments should
explicitly refer to online VAW and acknowledge its
different forms and gender dimensions.

Repeal discriminatory provisions in criminal law,
in particular the broad laws that facilitate crimes
against women in the name of honour or violat-
ing family values and principles; ensure the equal
treatment of women before the law and the ab-
olition of the diluted criminal-law liability and
strengthen the penalties imposed on perpetrators
of VAW, including online VAW.
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Ensure alignment of cybercrime laws with inter-
national good practices with specific definitions
and mandate so they are not used against women
as a form of political violence (especially activists)
and don’t hinder freedom of expression.

Regulate internet intermediaries’ companies
under the law by impose clauses on provider lia-
bility requiring Internet intermediaries to disclose
the identity and location of perpetrators. Specif-
ic guidance on implementing these laws is also
needed to avoid their misuse to hamper women’s
full participation in society and freedom of speech.

Establish institutional capacity dedicated to
responding to online VAW. Specific agencies or
units should be created, if they do not already ex-
ist, with the mandate to receive reports of online
violence and provide support to survivors. Person-
nel should be well trained on women’s rights and
gender responsiveness. Training for magistrates,
lawyers, police and front-line workers should en-
sure their ability and willingness to investigate
and prosecute perpetrators. Special judges and
prosecutors sensitized on online VAW should be
appointed, along with more female judges and
prosecutors.

Develop cross-border coordination. Since online
violence can easily cross borders, perpetrators
may not live in the same country as their victims.
Assisting the latter may require the involvement
of a ministry of foreign affairs and police collabo-
ration with Interpol. Better sharing of information
on online VAW is needed among security forces,
backed by broader cross-regional cooperation. In
general, global and regional responses involving
all relevant stakeholders from governments, CSOs
and internet intermediaries will be crucial.

Make reporting easier and safer. Multiple means
should be in place to receive complaints about on-
line VAW, such as through helplines, email, the sub-
mission of forms and online chat support. These
should comply with clear guidelines and standard
procedures that are gender-responsive and root-
ed in human rights principles. Quick turnaround is
critical since violence can spread rapidly through
networks and platforms. Transparent, regular and
widely shared information that demonstrates the
impact of reporting may help overcome skepti-

cism around the value of the process.

Inform all Internet users about their rights and
where to report cases. Awareness raising should
take place on multiple levels, such as through gov-
ernment portals and in schools, media outreach
and CSO campaigns. It should aim to break the si-
lence around online abuse, improve understanding
of what it is, and inform women on how they can
protect themselves and obtain recourse if needed.

Deepen collaboration between governments and
CSOs. More coordinated responses to online VAW
would encourage learning from successes in ser-
vice provision and help develop referral pathways
to reach more women. Much depends on govern-
ments providing space for CSOs to freely operate
in addressing online VAW and other gender jus-
tice issues3? and taking a consistently strong stand
against any form of attack against defenders of
women’s human rights.

Encourage Internet intermediaries to become re-
sponsible guardians committed to upholding the
safety of women in online spaces. Service provid-
ers have a responsibility to balance their business
imperative to encourage traffic with protections
for freedom of speech and guarantees that harm-
ful content will be removed. They should commit
to operating in line with international human rights
norms such as the UN Guiding Principles on Busi-
ness and Human Rights®3 This includes having ac-
cessible and transparent reporting and complaints
procedures for VAW, and cost-free helplines and
age-appropriate services in local languages. Al-
gorithms need to be conversant in Arabic and
attuned to local nuances, dialects and accents to
pick up online VAW when it occurs.

32 UN Women, 2019.

33 Ruggie, J. (201). Guiding Principles on Business and Human
Rights: Implementing the United Nations “Respect, Protect
and Remedy Framework,” UN Human Rights Office of the High
Commissioner, (2011). The Guiding Principles were proposed to
the United Nations Human Rights Council as part of the 2011
report to the Council by the then UN Special Representative on
business & human rights, John Ruggie: Report of the Special Rep
resentative of the Secretary-General on the Issue of Human
Rights and Transnational Corporations and Other Business Enter
prises, John Ruggie, UN Doc. A/HRC/17/31, March 21, 2011.
Available at http://www.ohchr.org/Documents/Publications/
GuidingPrinciplesBusinessHR_EN.pdf. See also Guidelines for
Multinational Enterprises of the Organisation for Economic
Co-operation and Development and the Ten Principles of the UN
Global Compact, available at https:/www.unglobalcompact.org/
what-is-gc/mission/principles.
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Urge service providers to continue to develop
solutions to online violence. Collaboration with
feminist tech companies and civil society organ-
izations is critical, particularly in countries where
national institutions are weaker. In four countries
surveyed, Lebanon, Libya, Tunisia and Yemen,
more women expressed a preference for Internet
platforms improving their policies to stop violence
over police intervention. The share of women in
Yemen preferring action by platforms was twice
the share calling for police involvement. Women
in Libya also expressed a strong preference for
measures by platforms.

Call on media to play a socially responsible role.
They should publicize the dangers of online vio-
lence against women and share successful stories
of responding to online violence to encourage
women to report and seek help.

Conduct more research on online violence
against women. This current research has broken
new ground in providing initial findings on how vi-
olence is escalating in the Arab States, and how
measures to prevent and respond to it are not yet
sufficient. Some further actions to counter online
violence are already well understood, as elaborat-
ed in these recommendations. Other dimensions
require more assessment and understanding,
however, such as the interface between online
and offline violence, effective intervention points,
and an in-depth assessment and understanding of
how laws and services responding to online vio-
lence are implemented. Self-censorship is another
concern. While some of this might decline through
more respectful and rights-based responses by ju-
dicial systems, it also needs to be better under-
stood and addressed in terms of social norms that
lead women to silence themselves, including with-
in families.
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ANNEXES

Annex 1: Country profiles from web-based survey
Iraq

In Irag, 1,444 respondents completed the survey, including 507 women.
Characteristics of respondents

Age:
46% are aged 18-24, 27% are 25-34, 14% are 35-44, and the remaining 14% are over 45 years old.

Residence:
65% live in a big city, 18% live in a small town, and 11% live in a village or rural area, and 6% live in a refu-
gee or IDP camp.

Marital Status:
57% are single, 35% are married or engaged, and 9% are divorced, separated, or widowed.

Exposure to Online Violence

21% of women in Irag are exposed to online violence. 31% of men say that they have perpetrated online
violence.

Have you ever been subjected to online violence?
Yes, once Yes, more than once No, and | don't know anyone who has

Female

Of those who have experienced online violence...
43% of women experienced it more than once

Perceptions of Online Violence

39% of women and 47% of men believe “Women who display their photos and videos should
accept the material could be used against them by
the viewers.”

38% of women and 45% of men believe “Online violence is not a serious matter as long as it

remains online.”

59% of women and 57% of men believe “Women are exposed to online violence more than
men.”

47% of women and 60% of men generally “feel safe from harassment and violence when you are
online”

Respondents’ recommendations on best way to address online violence: 43% of women compared to
32% of men believe that police action is the best way to combat online violence. 36% of men compared
to 30% of women believe that platforms improving internet policies are the best way to combat online

violence.
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Jordan
In Jordan, 1121 respondents completed the survey, including 517 women.
Characteristics of respondents

Age:
40% are aged 18-24, 29% are 25-34,17% are 35-44, and the remaining 14% are over 45 years old.

Residence:
59% live in a big city, 18% live in a small town, and 18% live in a village or rural area, and 6% live in a ref-

ugee or IDP camp.

Marital Status:
49% are single, 41% are married or engaged, and 9% are divorced, separated, or widowed.

Exposure to Online Violence

18% of women in Jordan are exposed to online violence. 27% of men say that they have perpetrated
online violence.

Have you ever been subjected to online violence?
Yes, once Yes, more than once No, and | don't know anyone who has

Female 11% 7%

Of those who have experienced online violence...
38% of women experienced it more than once

Perceptions of Online Violence

44% of women and 50% of men believe “Women who display their photos and videos should
accept the material could be used against them by
the viewers.”

40% of women and 44% of men believe “Online violence is not a serious matter as long as it

remains online.”

69% of women and 64% of men believe “Women are exposed to online violence more than
men.”

54% of women and 63% of men generally  “feel safe from harassment and violence when you are
online”

Respondents’ recommendations on best way to address online violence: 41% of women compared to
36% of men believe that police action is the best way to combat online violence. 33% of men compared
to 27% of women believe that platforms improving internet policies are the best way to combat online
violence.
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Lebanon
In Lebanon, 1198 respondents completed the survey, including 514 women.
Characteristics of respondents

Age:
35% are aged 18-24, 30% are 25-34,18% are 35-44, and the remaining 17% are over 45 years old.

Residence:
43% live in a big city, 25% live in a small town, and 23% live in a village or rural area, and 9% live in a
refugee or IDP camp.

Marital Status:
45% are single, 45% are married or engaged, and 10% are divorced, separated, or widowed.

Exposure to Online Violence

1% of women in Lebanon are exposed to online violence. 25% of men say that they have perpetrated
online violence.

Have you ever been subjected to online violence?
Yes, once Yes, more than once No, and | don't know anyone who has

Female BUANEESA

Of those who have experienced online violence...
47% of women experienced it more than once

Perceptions of Online Violence

42% of women and 50% of men believe “Women who display their photos and videos should
accept the material could be used against them by
the viewers.”

41% of women and 43% of men believe “Online violence is not a serious matter as long as it

remains online.”

69% of women and 62% of men believe “Women are exposed to online violence more than
men.”

55% of women and 61% of men generally  “feel safe from harassment and violence when you are
online”

Respondents’ recommendations on best way to address online violence: 35% of women compared
to 37% of men believe that platforms improving internet policies are the best way to combat online
violence. 27% of men compared to 30% of women believe that police action is the best way to combat
online violence.
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Libya
In Libya, 1362 respondents completed the survey, including 507 women.
Characteristics of respondents

Age:
30% are aged 18-24, 35% are 25-34, 21% are 35-44, and the remaining 14% are over 45 years old.

Residence:
58% live in a big city, 22% live in a small town, and 16% live in a village or rural area, and 4% live in a ref-

ugee or IDP camp.

Marital Status:
49% are single, 41% are married or engaged, and 10% are divorced, separated, or widowed.

Exposure to Online Violence

16% of women in Libya are exposed to online violence. 28% of men say that they have perpetrated online
violence.

Have you ever been subjected to online violence?
Yes, once Yes, more than once No, and | don't know anyone who has

Female

Of those who have experienced online violence...
46% of women experienced it more than once

Perceptions of Online Violence

43% of women and 55% of men believe “Women who display their photos and videos should
accept the material could be used against them by
the viewers.”

39% of women and 53% of men believe “Online violence is not a serious matter as long as it

remains online.”

59% of women and 59% of men believe “Women are exposed to online violence more than
men.”

52% of women and 58% of men generally  “feel safe from harassment and violence when you are
online”

Respondents’ recommendations on best way to address online violence: 39% of women compared
to 41% of men believe that platforms improving internet policies are the best way to combat online
violence. 24% of men compared to 31% of women believe that police action is the best way to combat
online violence.
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Morocco
In Morocco, 1686 respondents completed the survey, including 605 women.
Characteristics of respondents

Age:
39% are aged 18-24, 27% are 25-34,17% are 35-44, and the remaining 17% are over 45 years old.

Residence:
58% live in a big city, 24% live in a small town, and 12% live in a village or rural area, and 6% live in a ref-

ugee or IDP camp.

Marital Status:
54% are single, 35% are married or engaged, and 11% are divorced, separated, or widowed.

Exposure to Online Violence

17% of women in Morocco are exposed to online violence. 29% of men say that they have perpetrated
online violence.

Have you ever been subjected to online violence?
Yes, once Yes, more than once No, and | don’t know anyone who has

Female 7% 10%

Of those who have experienced online violence...
58% of women experienced it more than once

Perceptions of Online Violence

36% of women and 48% of men believe “Women who display their photos and videos should
accept the material could be used against them by
the viewers.”

37% of women and 45% of men believe “Online violence is not a serious matter as long as it

remains online.”

68% of women and 62% of men believe “Women are exposed to online violence more than
men.”

48% of women and 51% of men generally “feel safe from harassment and violence when you are
online”

Respondents’ recommendations on best way to address online violence: 42% of women compared to
33% of men believe that police action is the best way to combat online violence. 40% of men compared
to 36% of women believe that platforms improving internet policies are the best way to combat online
violence.
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State of Palestine
In the State of Palestine, 1231 respondents completed the survey, including 517 women.
Characteristics of respondents

Age:
41% are aged 18-24, 31% are 25-34, 15% are 35-44, and the remaining 13% are over 45 years old.

Residence:
39% live in a big city, 22% live in a small town, and 20% live in a village or rural area, and 19% live in a

refugee or IDP camp.

Marital Status:
45% are single, 43% are married or engaged, and 12% are divorced, separated, or widowed.

Exposure to Online Violence

14% of women in the State of Palestine are exposed to online violence. 29% of men have perpetrated
online violence.

Have you ever been subjected to online violence?
Yes, once Yes, more than once No, and | don't know anyone who has

Female

Of those who have experienced online violence...
43% of women experienced it more than once

Perceptions of Online Violence

35% of women and 45% of men believe “Women who display their photos and videos should
accept the material could be used against them by
the viewers.”

41% of women and 47% of men believe “Online violence is not a serious matter as long as it

remains online.”

73% of women and 65% of men believe “Women are exposed to online violence more than
men.”

49% of women and 55% of men generally  “feel safe from harassment and violence when you are
online”

Respondents’ recommendations on best way to address online violence: 41% of women compared to
35% of men believe that police action is the best way to combat online violence. 33% of men compared
to 34% of women believe that platforms improving internet policies are the best way to combat online
violence.
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Tunisia
In Tunisia, 1284 respondents completed the survey, including 510 women.
Characteristics of respondents

Age:
34% are aged 18-24, 30% are 25-34,19% are 35-44, and the remaining 17% are over 45 years old.

Residence:
51% live in a big city, 27% live in a small town, and 17% live in a village or rural area, and 4% live in a ref-

ugee or IDP camp.

Marital Status:
55% are single, 36% are married or engaged, and 9% are divorced, separated, or widowed.

Exposure to Online Violence

19% of women in Tunisia are exposed to online violence. 29% of men have perpetrated online violence.

Have you ever been subjected to online violence?
Yes, once Yes, more than once No, and | don't know anyone who has

Female

Of those who have experienced online violence...
41% of women experienced it more than once

Perceptions of Online Violence

35% of women and 47% of men believe “Women who display their photos and videos should
accept the material could be used against them by
the viewers.”

39% of women and 43% of men believe “Online violence is not a serious matter as long as it

remains online.”

70% of women and 61% of men believe “Women are exposed to online violence more than
men.”

46% of women and 52% of men generally  “feel safe from harassment and violence when you are
online”

Respondents’ recommendations on best way to address online violence: 39% of women compared
to 42% of men believe that platforms improving internet policies are the best way to combat online
violence. 25% of men compared to 35% of women believe that police action is the best way to combat
online violence.

Violence Against Women In The Online Space:
Insights From Multi-Country Research In The Arab States



Yemen
In Yemen, 2172 respondents completed the survey, including 510 women.
Characteristics of respondents

Age:
34% are aged 18-24, 37% are 25-34, 22% are 35-44, and the remaining 7% are over 45 years old.

Residence:
60% live in a big city, 13% live in a small town, and 21% live in a village or rural area, and 7% live in a ref-

ugee or IDP camp.

Marital Status:
38% are single, 48% are married or engaged, and 13% are divorced, separated, or widowed.

Exposure to Online Violence

1% of women in Yemen are exposed to online violence. 21% of men have perpetrated online violence.

Have you ever been subjected to online violence?
Yes, once Yes, more than once No, and | don't know anyone who has

Female % 4%

Of those who have experienced online violence...
34% of women experienced it more than once

Perceptions of Online Violence

53% of women and 56% of men believe “Women who display their photos and videos should
accept the material could be used against them by
the viewers.”

56% of women and 55% of men believe “Online violence is not a serious matter as long as it

remains online.”

60% of women and 58% of men believe “Women are exposed to online violence more than
men.”

59% of women and 64% of men generally  “feel safe from harassment and violence when you are
online”

Respondents’ recommendations on best way to address online violence: 43% of women compared
to 47% of men believe that platforms improving internet policies are the best way to combat online
violence. 18% of men compared to 21% of women believe that police action is the best way to combat
online violence.
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Annex 2: Qualitative study questionnaires and discussion points

Points for discussion with survivors of online VAW

Online VAW includes all acts of gender-based violence against women ‘committed, abetted or aggra-
vated’ in part or fully by the use of information and communication technologies.

Incidence of online VAW

Have you experienced online VAW? Please describe.

. Did you know the perpetrator?

. Why did you think the perpetrator committed online VAW?

. Did you experience online with VAW because of your job/activity? Please describe.

What did you do after you experience online VAW?

. Did you know that that you can report online VAW?

. In your experience, what causes online VAW?

. In your opinion, what should be done to prevent online VAW or protect women against online
VAW (or describe good practices).

WNOO N WD

Reporting online VAW to the Police

1. If you had reported the online VAW to the police/relevant authority, can you please relate your experi-
ence with the police/authorities. Were you satisfied with your interaction with the police? Why/why
not?

2. Was your case heard in court? If so please describe the process. Were you satisfied with the out-
come? Why/why not?

Redress and Needs of Survivors
1. In your opinion, what do survivors need?

Confidential
1. Do you wish your identity to be kept confidential?

Points for discussion with CSOs on online VAW

Online VAW includes all acts of gender-based violence against women ‘committed, abetted or aggra-
vated’ in part or fully by the use of information and communication technologies.

Incidences of online VAW

1. Has your organization ever handled cases of online VAW? Can you please share examples?
a) How was the online VAW resolved?
b) What role did your organization play in the incident?

2. Has anyone in your organisation/other organisations been targeted online with VAW? Please de
scribe.

3. In your experience, are women in certain professions/jobs especially targeted/exposed online with
VAW?

4. Please describe incidences handled/experienced/reported in mass media/relating to other activists.

Survivor’s point of view

1. In your experience, do women know that that they can report online VAW?

2. If women do not report online VAW, what do they do when they face online VAW?

3. In your experience, do survivors know the perpetrator? If so, how do the survivors know the perpe-
trator?
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Perpetrator’s point of view
1. In your experience, why do perpetrators commit online VAW?

Causes of online VAW
1. In your experience, what causes online VAW?

Response online VAW

1. In your experience, what actions can be taken to decrease/eliminate incidences of online VAW?

2. In your opinion, what should be done to protect women against online VAW (or describe good prac-
tices).

Preventative programmes

1. Are there preventive online VAW programmes by govt e.g. Ministry of Women, Human Rights, Minis
try of Communications/Multimedia? Or general VAW programs which include online VAW? If so,
how?

2. Does your organization undertake preventive online VAW programmes? Examples?

3. Can you think of any good examples of preventive online VAW programmes?

Reporting online VAW to the police

1. Has anyone in your organization dealt or accompanied the survivor when dealing with the police/
authorities on online VAW? Please relate your experience.

2. Other than police, have you dealt with any other government agencies e.g. line ministries, commis-
sions, agencies, service providers.

Legal Framework
1. Are there special laws on online VAW? If so, please describe.
2. What other laws are applicable to online VAW?

Capacity of First Responders

1. Do you know if and how the officers are trained? Is there a special agency/department that handles
online VAW?

Accessing the Courts

1. Has/have your organiation/you assisted victims/survivors in the court? Please share your experi-
ence(s).

Redress and Needs of Survivors
1. In your experience what do survivors need?

Secondary perpetrators
1. How about the individuals who disseminate content that were produced by perpetrators of online
VAW. Those who share/forward/upload the content? Should they be made accountable?

Punishment
1. Please give two examples of good practices in punishment (civil/administrative/criminal etc) of per-
petrators (whether or not it is available)

Confidential
1. Do you wish your and/or your organization’s identity to be kept confidential?
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Annex 3: Surveys questions of activists and CSOs, and Web-survey

Understanding Online Violence against Activists, Human Rights Defenders, and Influencers survey
questions

This survey is part of a UN Women regional office multi-country study on online violence against women.
The study aims to provide an understanding of the experiences of women survivors of online violence,
its consequences, and barriers to report or seek support. In this survey, we are targeting in particular
women activists, influencers, and human rights defenders who have been subjected to online violence
in the Arab States region. The survey aims to enquire the act of online violence against activists/influ-
encers, the threats it represents to their careers/lives and its impact. The findings of the survey will be
used to complement the undergoing study of online violence in the Arab States. Your participation in
the research study is voluntary, and you may choose to withdraw from answering the survey at any time.
Your responses will be confidential, and we do not collect identifying information such as your name,
email address or IP address.

What is your age?

What is the highest level of education that you completed?

What is your nationality?

What country & city & village do you live in?

What is your current occupation?

How long have you been a social media influencer/activist/human right defender?

What is your main source of income?

Which topic is of interest to you as a social media influencer?

How much time do you spend connected to internet every day due to work in activism/influencing

(inclusive of usage of time on all devices)?

10. What are the applications you use the most (chose the top 3)?

1. Do you have an active public profile online for your activism/influencing work (Ex: Social media
account, blog, etc.)?

12. How many friends/ followers do you have in your public profile across all your social media accounts
(TOTAL NUMBER)?

13. Generally, do you feel safe from harassment and violence when you are online?

14. Online Violence is defined as “targeted harassment and prejudice through technology which may
cause psychological, emotional, or physical harm”. Have you ever been a victim of online violence as
a result of the work you do in activism/influencing?

15. What types of online violence were you exposed to? [Select all that apply]

16. Who was behind the online violence you were exposed to? If you had multiple experiences in the
past year, please refer to the most recent experience

17. What is the main reason you know them? They are:

18. Why do you think you have been subjected to this violence?

19. On which platform have you experienced online violence (the most)?

20.How did you feel after experiencing online violence? (Select all that apply)

21. (Share a Story):Please write about any other feeling, impact or consequences on your career/life that
you have experienced due to online violence that weren’t captured in the choices above- You can
write it in a Story if you wish (Optional)

22. Has online violence ever moved offline? (e.g. experienced being stalked at your house after being
attacked online)

23. How does the level of online violence you experienced affect/changed your activism/Influencing
practice and audience engagement?

24. Which of these resulted from your experience of online violence? Select all that apply

25. Did you report your experience of online violence?
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26. Where did you report online violence? (Select all that apply)

27. Have you ever received a response after reporting the online violence?

28. Was the response satisfactory to you?

29. Why do you think the survivors of online violence not report it to relevant institutions?

30.Would you say Activist and influencers face each of the following much more often, somewhat more
often, somewhat less often, much less often, or is there no real difference in the last year?

31. What would be your proposed recommendations/suggestions to make the online space safer for
women and girls in the region? (Please give 2- 3 recommendations/suggestions)

32. What would be your suggestions for supporting services to enhance, and/or launch support against
online violence particularly online services? (Please give 2- 3 suggestions)

Survey questions to Civil Society Organizations (CSOs) on online violence against Activists and
influencers

This survey is part of a UN Women regional office multi-country study on online violence against women.
The study aims to provide an understanding of the experiences of women survivors of online violence,
its consequences, and barriers to report or seek support. In this survey, we are targeting in particular
Civil Society Organizations (CSOs) to get their prospective on Women Activists, influencers, and Human
Rights Defenders who have been subjected to online violence in the Arab States Region. The findings of
the survey will be used to complement the undergoing study of online violence in the Arab States. Your
participation in the research study is voluntary, and you may choose to withdraw from answering the
survey at any time. Your responses and all information collected will be confidential.

1. Name of your organization:

2. Country & City & Village where you operate

3. Name and position of person who filled the questionnaire

4. Which areas of work does your organization engage in?
Online Violence Online VAW includes all acts of gender-based violence against women ‘committed,
abetted or aggravated’ in part or fully by the use of information and communication technologies

5. Has your organization ever handled cases of online VAW against activists/influencers?

6. Who was behind the online violence towards women activists/influencers?

7. What are the main reason women know them? They are:

8. In your experience, do activist women know that they can report online VAW?

9. Why do you think the survivors of online violence do not report it or seek services from relevant

institutions?

10. If activist/influencers women do not report online VAW, what do they do when they face online
VAW?

1. In your experience, why do perpetrators commit online VAW? Select the main three top reasons that
apply

12. On which platform have activists/influencers experienced online violence the most, from your expe
rience?

13. What would be your proposed recommendations/suggestions to make the online space safer for
women and girls in the region/in your specific context/country?

14. What would be your suggestions for supporting services to enhance, and/or launch support against
online violence particularly online services?

Web-survey questions to explore women experience of online violence

1. What is your age and sex?

2. How much time on average do you use the internet (such as social media, online messaging, brows
ing, etc)? (excluding time spent watching movies, shows etc).

3. Which three applications do you most use? Please select up to three.
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18.
19.

20.

21.

22.
23.
24.
25.

26.

27.

28.
29.
30.

3.

32.
33.
34.
35.
36.

37.

38.
39.

Do you have an active public profile online? (E.g. social media account, blog, etc)

How many friends/ followers do you have in your public profile across <b>all your social media ac
counts</b>? (TOTAL NUMBER)

What is your marital status?

What is your Nationality?

Do you agree or disagree?

Women who display their photos and videos should accept the material is used against them.

. Online violence is not a serious matter as long as it remains online.

Women are exposed to online violence more than men
What is the best way to combat online violence?
What is the second best way to combat online violence?

. What is the third best way to combat online violence?

Generally, do you feel safe from harassment and violence when you are online?

. Which of these safety precautions do you take when you go online? Select all that apply

Have you ever been subjected to online violence? Online violence is targeted harassment and preju
dice through technology which may cause psychological, emotional, or physical harm.

Have you been exposed to any form of online violence in the last year?

What types of online violence were you exposed to in the last year? Select all that apply

Who was behind the online violence you were exposed to in the past year? If you had multiple expe
riences in the past year, please refer to the most recent experience

What is the main reason you know them? They are:

Why do you think you have been subjected to this violence?

On which platform have you experienced online violence?

How did you feel after experiencing online violence? Select all that apply

Has online violence ever moved offline? (e.g. experienced being stalked at your house after being
attacked online).

What did you do after experiencing online violence? Select all that apply

Which of these resulted from your experience of online violence? Select all that apply.

Did you report your experience of online violence?

Where did you report online violence? Select all that apply

Why didn’t you report it?

Have you ever received a response after reporting the online violence?

Was the response satisfactory to you?

Why do the victims of online violence not report it to relevant institutions?

Have you used the internet to do any of the following? Select all that apply

Why did you undertake this act? Select all that apply

What is the highest level of education that you have completed?

What is your current primary occupation?

Where are you living/residing currently?

What is your sexual orientation? (Was only asked in Tunisia and Lebanon)
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